
                             

 
1 

 

  

 How to Route Internet 
Traffic between A Mobile 

Application and IoT 
Device? 

 

Whitepaper  

Website: www.mobodexter.com 
         www.paasmer.co 

http://www.mobodexter.com/
http://www.paasmer.co/


                             

 
2 

 

 

                  Table of Contents 
 

 

1. Introduction          3 

2. Approach: 1 Uses AWS IoT Setup      4  

3. Approach: 2 Uses VSP Setup       9 

4. Approach: 3 Uses a One to One Communication    12 

5. About           14 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



                             

 
3 

 

 

                  Introduction 
 

 
This software specification talks about 3 approaches that can be deployed as a software to route 
internet traffic between IoT Devices and Mobile applications. 
 
Approach:  1    Use AWS IoT Setup: Highly scalable, Minimal maintenance & Costly.  
 
Approach: 2  Build your own scalable cloud on VPS: Moderately scalable, Moderate 
maintenance & Cost Effective. 
 
Approach: 3  Build your own Prototype setup on VPS: Minimal scalability, Most Cost 
Effective, Prototype needs only. 
 
Depending on the client requirement each of these approaches can be considered and deployed.
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                  Approach:1 Uses AWS IoT Setup 
 

 
Approach 1 is to be used when deployment 
of a large no of Smart Green House 
controllers are needed in a very short span 
of time. The available solutions from AWS 
helps us in quickly connect various grow 
controllers AWS IoT and using other 
solutions Like Lambda, EC2 and RDS the 

rest of the functionalities can be 
implemented. 
 
MQTT is lightweight protocol that is 
recommended for IoT applications. AWS 
also supports HTTP & Web Sockets.

 
 

 
Example: Connect a device using MQTT 

 

 
Device authentication ensures security of the data transmitted by the device. 

 

Example: Authenticate connection between sensors, a device and an application 

Typical flow of data between an IoT device and mobile applications is demonstrated here. 
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                  Approach:1 Uses AWS IoT Setup 
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                  Approach:1 Uses AWS IoT Setup 
 

 
AWS IoT Device SDK 
 
AWS IoT provides an SDK to help you easily 
and quickly connect your hardware device 
or your mobile application. The AWS IoT 
Device SDK enables your devices to connect, 
authenticate, and exchange messages with 
AWS IoT using the MQTT, HTTP, or 
WebSockets protocols. The Device SDK 
supports C, JavaScript, and Arduino, and 
includes the client libraries, the developer 
guide, and the porting guide for 
manufacturers. You can also use an open 
source alternative or write your own SDK. 

Authentication and Authorization 

AWS IoT provides mutual authentication 
and encryption at all points of connection, 
so that data is never exchanged between 
devices and AWS IoT without proven 
identity. AWS IoT supports the AWS 
method of authentication (called ‘SigV4’) as 
well as X.509 certificate based 
authentication. Connections using HTTP 
can use either of these methods, while 
connections using MQTT use certificate 
based authentication, and connections using 
WebSockets can use SigV4. With AWS IoT 
you can use AWS IoT generated certificates, 
as well as those signed by your preferred 
Certificate Authority (CA). You can map 
your choice of role and/or policies to each 
certificate, so that you can authorize devices 
or applications to have access, or change 
your mind and revoke access altogether 
without ever touching the device. 

You can create, deploy and manage 
certificates and policies for the devices from 
the console or using the API. Those device 
certificates can be provisioned, activated 
and associated with the relevant policies 
that are configured using AWS IAM. This 
allows you to instantly revoke access for an 
individual device if you choose to do so. 
AWS IoT also supports connections from 
users’ mobile apps using Amazon Cognito, 
which takes care of all the steps necessary to 
create a unique identifier for your app’s 
users and retrieve temporary, limited-
privilege AWS credentials. 

Registry 

The Registry establishes an identity for 
devices and tracks metadata such as the 
devices’ attributes and capabilities. The 
Registry assigns a unique identity to each 
device that is consistently formatted 
regardless of the type of device or how it 
connects. It also supports metadata that 
describes the capabilities of a device, for 
example whether a sensor reports 
temperature, and if the data are Fahrenheit 
or Celsius. 

The Registry lets you store metadata about 
your devices at no additional charge, and 
metadata in the Registry does not expire as 
long as you access or update your registry 
entry at least once every 7 years. 
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                  Approach:1 Uses AWS IoT Setup 
 

 
Device Shadows 

With AWS IoT you can create a persistent, 
virtual version, or “shadow,” of each device 
that includes the device’s latest state so that 
applications or other devices can read 
messages and interact with the device. The 
Device Shadows persist the last reported 
state and desired future state of each device 
even when the device is offline. You can 
retrieve the last reported state of a device or 
set a desired future state through the API or 
using the rules engine. 

Device Shadows make it easier to build 
applications that interact with your devices 
by providing always available REST APIs. In 
addition, applications can set the desired 
future state of a device without accounting 
for the devices current state. AWS IoT will 
compare the difference between the desired 
and last reported state, and command the 
device to make up the difference. 

The AWS IoT Device SDK makes it easy for 
your device to synchronize its state with its 
shadow, and to respond to desired future 
states set via the shadow. 

Device Shadows let you store the state of 
your devices for up to a year for free. Device 
Shadows persist forever if you update them 
at least once per year, otherwise they expire. 

The process of connecting devices to AWS 
IoT is given below. 

 Keep the AWS account credentials 
handy. 

 Using AWS CLI or the 
Management Console, do the 
following. 

 Create new devices. 
 Obtain and configure 

certificates and policies for 
the device. 

 Determine the correct end 
point and install the 
certificates on the device 
SDK. 

 Create Rules for the Data received 
from the devices to AWS IoT to be 
routed  

 To the Device Data Store for 
Storage via AWS Lambda or 
Kinesis Producer-
Consumer. 

 To Streaming Analytics for AWS 
Kinesis Stream Analytics for 
on the fly decision. 

AWS Lambda 

AWS Lambda is a compute service that lets 

you run code without provisioning or 

managing servers. AWS Lambda executes 

your code only when needed and scales 

automatically, from a few requests per day 

to thousands per second.  

AWS Lambda functions can be written to 

read the data from AWS IoT perform some 

enrichment and stored in the Device Data 

Store. 
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                  Approach:1 Uses AWS IoT Setup 
 

 
AWS Kinesis 

Amazon Kinesis is a platform for 

streaming data on AWS, offering powerful 

services to make it easy to load and analyze 

streaming data, and also providing the 

ability for you to build custom streaming 

data applications for specialized needs. 

AWS Kinesis Streams has the option of 

streaming data from AWS IoT to a Kinesis 

consumer which can again be used for 

Enrichment and stored in the Device Data 

Store. 

AWS Kinesis Stream Analytics can be 

used for analyzing streaming data on the fly, 

doing some minor enrichment and 

generating alarms or notifications to the 

user about out of bound conditions. 

Hosting on the Amazon EC2 

The Application Logic and Device Data 

Store allows for users to perform the 

following functions. 

 Login / Logout Infra. 

 Device Mapping and profile mapping 

for users. 

 Payment Gateway (if needed) 

Amazon EC2 

Amazon Elastic Compute Cloud (Amazon 

EC2) is a web service that provides resizable 

compute capacity in the cloud. It is designed 

to make web-scale cloud computing easier 

for developers. 

Amazon EC2’s simple web service interface 

allows you to obtain and configure capacity 

with minimal friction. It provides you with 

complete control of your computing 

resources and lets you run on Amazon’s 

proven computing environment.  

The Application Logic is a web service layer 

that allows the user to perform the above 

functions and can be written in PHP, JSP 

or ASP.net. PHP is widely used today for 

creating simple Rest Based web services and 

has the capability to address the current 

requirements and can be easily deployed on 

the Amazon EC2 

Device Data Store hosted on Amazon 

RDS 

The Device Data store contains all the key 

device information and the parameters, 

actions and history for each device which 

can be queried to get results. 

Amazon RDS 

Amazon Relational Database Service 

(Amazon RDS) makes it easy to set up, 

operate, and scale a relational database in 

the cloud. It provides cost-efficient and 

resizable capacity while managing time-

consuming database administration tasks, 

freeing you up to focus on your applications 

and business. Amazon RDS provides you 

many familiar database engines to choose 

from, including MySQL. 

MySQL is a popular choice as it is free and can 

be very easily deployed on AWS RDScan be 

easily access by the Rules engine via AWS 

Lambda and the PHP hosting. 
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                  Approach:2 Uses VSP Setup 
 

 

The VPS approach can be used when we 
need to build a custom deployment of the 
Smart Green House controllers on a 
privately hosted VPS instance and we have 
enough know-how to get all the various 
software sub modules working. 

The VPS approach utilizes the VPS offerings 
from various hosting providers. Given below 
is architecture for controlling the smart 
greenhouse from an App via the VPS. 

 

 

The architecture consists of four sub 

modules which are explained in detail 

below. 

Device level SDK for connectivity via 

appropriate protocol 

The Device SDK implements the client 

functionality for all the supported 

communication protocols. The Device Level 

SDK has all the necessary communication 

protocol stacks like HTTP(S), MQTT, CoAP 

and other protocols as per the need. The 

Device level SDK also contains encryption 

standards like X.509 certificates or SSL for 

HTTPS which allows for Mutual 

authentication before data exchange 

happens.  

The protocol stacks have all the necessary 

consistencies built in to ensure that the data 

is delivered in the best effort method or 

handshake based system.  

The Device level SDK needs to be written 

in C. The CC3200 SDK can be used to 

develop the Device level SDK and 

implement the desired functionalities and 

protocols like MQTT, HTTP etc. 
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                  Approach:2 Uses VSP Setup 
 

 
Device Management Module 
 
The Device Management Module is 

implemented as a part of the VPS Hosting 

which contains the following four sub 

modules. 

Message Broker 

A message broker is an architectural pattern 

for message validation, transformation and 

routing. It mediates communication 

amongst applications, minimizing the 

mutual awareness that applications should 

have of each other in order to be able to 

exchange messages, effectively 

implementing decoupling. 

The purpose of a broker is to take incoming 

messages from applications and perform 

some action on them. The following are 

examples of actions that might be taken in 

by the broker: 

 Route messages to one or more of 

many destinations 

 Transform messages to an alternative 

representation 

 Perform message aggregation, 

decomposing messages into multiple 

messages and sending them to their 

destination, then recomposing the 

responses into one message to return 

to the user 

 Interact with an external repository to 

augment a message or store it 

 Invoke Web services to retrieve data 

 Respond to events or errors 

 Provide content and topic-based 

message routing using the publish–

subscribe pattern 
 

The Message Broker is also responsible 

for taking inputs from and App or Website 

and passes it on to the Grow Controller. 

Given below are list of Message brokers which work on one or more protocols. 

S.No Name Supported Protocols License 

1 IBM IoT Message sight 
REST, MQTT, MQTT over 
HTML 5 web sockets 

Commercial 

2 Mosquito MQTT, MQTT over web sockets Apache 

3 
Really Small Message 
Broker 

MQTT 3.1 Apache 
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                  Approach:2 Uses VSP Setup  
 

 
Device Registry  

The Device Registry sub module Stores 

information about devices that the IoT 

system would read to communicate with, 

control, provision, or manage. 

Device Identity and Access 

The Device Identity and Access sub module 

identifies the service that the device uses 

after a device has been added. 

An open source example of Device Registry 

and Identity and Access Management would 

be the LWM2M Leshan Server running 

on the hosted VPS instance and the Eclipse 

WakaamaClient instance running on the 

cc3200 

Rules Engine 

The rules engine contains the rules to route 

the data based on certain parameters to the 

device data store or to search for certain 

parameters within the data to know if 

alarms or notifications need to be triggered. 

The Rules Engine can be written in 

Python, Java or Ruby to do a simple 

packet inspection to determine the device 

name, the type of sensor sending the data 

and if it’s an alarm or just routine 

information. This classification can be used 

to pass the data onto the appropriate 

function for refining and raising alarms or 

storage on Device Data Store based on 

device name and sensor name, time etc. 

A more complex rules engine and Streaming 

Analytics engine can be implemented using 

Apache Spark. 

Hosting and Device Data Store 

The Application Logic and Device Data 

Store allows for users to perform the 

following functions. 

 Login / Logout Infra. 

 Device Mapping and profile mapping 

for users. 

 Payment Gateway (if needed) 

The Application Logic is a web service layer 

that allows the user to perform the above 

functions and can be written in PHP, JSP 

or ASP.net. PHP is widely used today for 

creating simple Rest Based web services and 

has the capability to address the current 

requirements.  

The Device Data store contains all the key 

device information and the parameters, 

actions and history for each device which 

can be queried to get results. 

The Device Data Store can be SQL based 

Database running on the hosting. MySQL 

is a popular choice as it is free and can be 

deployed on most of the hosting VPS 

providers and can be easily access by the 

Rules engine and the PHP hosting.
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                  Approach:3 Uses a One to One Communication(Prototype Deployment)  
 

 
The Prototype Deployment approach can be 
used when we are demonstrating a Proof of 
Concept with a few Smart Green House 
controllers. 
 

Device level SDK for connectivity via 
appropriate protocol 

The Device SDK implements the client 
functionality for all the supported 
communication protocols. The Device Level 
SDK has all the necessary communication 
protocol stacks like HTTP(S), MQTT, CoAP 
and other protocols as per the need. The 
Device level SDK also contains encryption 

standards like X.509 certificates or SSL for 
HTTPS which allows for Mutual 
authentication before data exchange 
happens.  

The protocol stacks have all the necessary 
consistencies built in to ensure that the data 
is delivered in the best effort method or 
handshake based system. 

 The Device level SDK needs to be written 

in C. The CC3200 SDK can be used to 

develop the Device level SDK and 

implement the desired functionalities and 

protocols like MQTT, HTTP etc. 
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                  Approach:3 Uses a one to one communication(prototype Deployment)  
 

 

Hosting and Device Data Store 

The Application Logic and Device Data 
Store allows for users to perform the 
following functions. 

 Login / Logout Infra. 
 Device Mapping and profile mapping 

for users. 

The Application Logic is a web service layer 
that allows the user to perform the above 
functions and can be written in PHP, JSP 
or ASP.net.  

LAMP stack is a popular framework which 
can be installed on a private computers or a 
cloud instance running most distributions 
or Linux. It has PHP, MYSQL and 
Apache2. 

PHP is widely used today for creating 
simple Rest Based web services and has the 
capability to address the current 
requirements.  

Apache2 provides a web server on which 
the PHP bases REST API services and the 
Message Broker can run. 

MySQL provides the Device Data store 
contains all the key device information and 
the parameters, actions and history for each 
device which can be queried to get results. 

Message Broker 

A message broker is an architectural pattern 
for message validation, transformation and 
routing. It mediates communication 
amongst applications, minimizing the 
mutual awareness that applications should 
have of each other in order to be able to 
exchange messages, effectively 
implementing decoupling. 

The Message Broker is also responsible 
for taking inputs from and App or Website 
and passes it on to the Grow Controller. 

For the Prototype Deployment, the Message 
Broker can be a simple PHP REST API 
web service which allows for Sensor Data 
to be stored in the Device Data Store. 
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                  About 
 

 

MoboDexter, Co-Founded by Ex-Intel veterans in 2013 is based out in New York, Bangalore and 

Singapore.  We are rapidly establishing itself as an innovative platform leader in the world of 

enterprise Internet of Things. In the booming and evolving Internet of Things market, 

MoboDexter has created a unique IoT platform to enable businesses to build their IoT products 

and solutions. PAASMER is a software suite that bundles all the elements needed to 

connect sensors, gateways, mobile application, cloud and analytics to develop, 

build and deploy connected IoT products quickly and efficiently. PAASMER’s end 

goal is to enable Artificial intelligence to “Things” so that Things are enabled with their own 

intelligence to act in the best interest of the user. Hence Machine learning and Deep learning are 

integral choices in the platform for our clients to leverage.  

The unique aspects of PAASMER platform that differentiates our platform from other IoT 

Platforms in the market are 

 Best In Class High Speed Edge Database 

 Innovative Edge Analytics 

 Modular Edge OS 

 Innovative Edge & Cloud Security  

 Dynamic Cloud Management 
  

MoboDexter is advised by Gartner Inc. In a recent Gartner survey, top 4 verticals seeing steep 

growth in IoT implementations are HealthCare, Connected Home, M2M & Retail. These are the 

same 4 verticals that are growth focus for PAASMER and has signed up clients across the world 

in each of these verticals. Our client implementations case studies are here. 

Raconteur Online wrote - “MoboDexter’s IoT Platform as a Service, named PAASMER, and 

has been built with an inside-out approach from gateway upwards or downwards that makes 

it more versatile and flexible to integrate than existing platforms” 

For more information visit:- www.mobodexter.com, www.paasmer.co. 

Follow Us:-  

    

 

http://www.paasmer.co/case%20study
http://www.mobodexter.com/
www.paasmer.co
https://twitter.com/mobodexter
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https://www.facebook.com/mobodexter
https://plus.google.com/114188935824882405049
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