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                  Introduction 
 

 
A Business Insider Intelligence report 
estimated that by 2019, that Internet 
of Things could be larger than the combined 
size of the smartphone, tablet, PC, wearable 
and connected car markets. Enterprises are 
expected to be the most eager adopters of 
IoT initiatives, outpacing both governments 
and consumers, en route to integrating 
more than 23 billion devices into verticals 
such as manufacturing and retail within the 
next four years thereby increasing the scope 
of testing IoT devices. 
 
With the IoT, developers and 
software testers face fresh challenges that 
will stretch their skills and require top-
notch quality assurance software. In a way, 
the coming years will be a replay of what 
happened after mobile devices took off in 
the late 2000s. Back then, test engineers 
had to account for factors such as battery 
level, available bandwidth and current 
network coverage that had been less 
pressing with traditional desktops and 
laptops. 
 
The IoT likewise brings many new things to 
the table in terms of testing requirements, 

including major emphasis on unusual device 
types, such as home appliances, along with 
the minimal interfaces that must fit and 
work on a thermostat, watch, etc. With 
diverse set of products entering the IoT 
market, QA teams need to carefully chalk 
the best test management strategy to 
effectively meet the quality 
standards of these products. 
 
IoT devices will share the development and 
test issues found in embedded software 
systems as well as more traditional IT/Web 
systems. With the growth in numbers of IoT 
devices and software projects the need for 
testers and approaches for these devices will 
likewise increase. Testers coming from these 
historic environments will face different 
testing challenges and bugs. This article 
outlines some starting points for those going 
into IoT testing and offers considerations 
for those already testing IoT. Testing is a 
large subject with many books and 
thousands of articles, so readers should 
follow the links and resources to continue 
their learning. Remember, no one can know 
it all, but there are great reference materials 
available in many forms. 
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                  Problem Statement 
 

 
Testers face both new and old potential 
problems (errors) in IoT devices. These 
include: 
 
 Embedded functionality, 
 Web provided functionality, 
 Performance both network 

communication and internal 
computation, 

 Security including privacy, autonomy 
and control, 

 Smartness of the device and the user 
interface or of the software in some 
devices (may hide bugs), 

 Architecture of the hardware and of 
software, means more configurations 
must be tested 

 Complexity of the software and system 
(means more bugs may be in the code 
hiding in the complexity), 

 The devices may have large amounts 
of code e.g., smart phones now have 
10-to-20 million lines of code (where 
errors can hide), 

 Development time considerations, 
such as time to market pressure, 
which exists in IT and Mobile, will 
continue with IoT, 

 Resource considerations such as 
limitations in: memory, processing 
power, bandwidth, battery life, etc. 

 
Unique environments the devices will be 
used in: hot, cold, wet, noise, at altitude, etc. 
 
Many testers will be familiar with two or 
three of these issues but not the others. For 
example, many historic embedded software 

testers verified functionality and CPU 
timing issues yet did not worry about 
connectivity, performance, security, 
usability, or large amounts of code. Historic 
Web/IT testers worked these secondary 
items and did not worry about issues 
common in embedded systems such as: 
limited resources, unique hardware 
functionality, and high-risk, critical device 
control problems. 
 
Additionally, I have heard project stories 
where historic embedded devices were 
―updated‖ with a network card or mobile 
connection. The embedded device was 
working so all the new testing focused only 
on the ―new‖ connection. Could there be a 
problem with this line of thinking and how 
much would that cost the company? 
Consider the possible limitations of this 
simplistic initial testing and usage: 
 
 Security holes from the historic code 

may be missed. 
 Performance testing was CPU usage 

based and did not consider the impact 
of the connections, e.g., long waits 
(seconds versus milli- or micro 
seconds), loads, slow network, 
dropped connections, etc. 

 Viability and completeness of recorded 
data. 

 Usability of the system with the new 
connection. 

 Coupling impact from the new logic to 
existing functionality. 
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                  IoT Test Approaches 
 

 
IoT systems are complex in nature as they 
are merging point of Embedded, Mobility, 
Cloud & Connectivity into a single solution. 
Based on our expertise of building such 
systems we recommend either or a 
combination of the below two approaches.  
 

1) A Component and integration testing 
model. 

2) A Service Virtualization testing model. 
 
Approach 1:  A Component and 
System testing model based 
approach. 
 
 
 
 
 
 
 
 
 
1. Embedded System Testing:- 
 
Testing embedded system is both similar 
and dissimilar to application software 
testing. The first eye-catching thing is that 
embedded software is significantly less 
visible to the end user. User interfaces are 
limited; there may be a console-based text 
menu, a simple command line interface, a 
set of digital inputs of outputs, or something 
similar, but rarely do we get more than that. 
On the other hand the inter-component 
interfaces can be very rich and complex—
including APIs to the higher-level software, 
implementations of various communication, 
data exchange, control, and other standards, 
etc. Thus the main focus of embedded 
software testing is not on testing the user 
interfaces, but on testing the components 
not visible to the end users. 
 

The second major difference is the level of 
the dependence on the hardware specifics. 
Embedded software is the level of the 
software closest to the hardware. Other 
software types such as operating systems 
and applications may be built upon the 
interfaces provided by the embedded 
software such as BIOS or boot loader. The 
embedded software itself, even if it uses 
some standard framework underneath, 
needs to care more about hardware details. 
Embedded software is designed for a 
particular hardware unit. 
 
Embedded Software Testing 
Challenges 
 
The specifics of the embedded software 
domain imply certain requirements for the 
organization of the testing process. The 
focus on non-human interfaces leads to the 
fact that, we can’t use a manual interface 
testing approach. To test the developed 
embedded software, we first need to develop 
more software.  
 
Special applications—test agents—need to 
be created to provide stimulus and capture 
response through the non-human 
interfaces. It is also often necessary to 
emulate electrical signal patterns on various 
data lines to test the behavior of the 
embedded software for such inputs. It can 
be done using special hardware/software 
complex, and that also implies having a 
special test agent to control that complex. 
 
A high level of hardware dependency and 
the fact that the embedded software is often 
developed in parallel with the hardware 
leads to several important consequences. 
First, there may be only few samples of the 
newly developed hardware. Second, the 
range of the hardware unit types to test the 
software on can be quite wide. 

 

Each entity in the IoT solution needs 
to be tested as a component testing 
element that comprises of Embedded 
system (sensors & nodes), Mobile 
applications, Cloud & BI functions 
and then performing system testing 
as an integrated solution. 
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                  IoT Test Approaches 
 

 
Thus, typically the testing team must share 

a very limited set of hardware units among 

its members and/or organize remote access 

to the hardware. In the second case, that 

means that the testing team has no physical 

access to the hardware at all.  

Another aspect in having the software 

developed for a freshly created hardware is 

a high ratio of hardware defects that can be 

discovered during the testing process. Any 

discovered defect may be related to either 

the hardware or the software. Always 

keeping that in mind is especially important 

for embedded software projects. What’s 

worse, the software may work just fine with 

one version of the hardware, but not so well 

with another. We have already mentioned 

that defects are harder to reproduce in the 

embedded case. That forces the embedded 

testing process to value each defect 

occurrence much higher than in a 

conventional case and attempt to gather as 

much information as possible rather than 

simplify looking for the root of the defect. 

That, combined with the very limited debug 

capabilities of the embedded products, gives 

us another challenge. 

Limitations related to software updates 
requires persistence with the testing process 
to discovering as many bugs as possible for 
a given software revision. It also increases 
the importance of build and deployment 
procedure organization. A high level of 
requirements on the robustness/availability 
front leads to the need in very thorough 
stress testing. A consequence of that fact is 
the need to emulate the sequences of rapid-
follow events to check for race conditions 
under those circumstances. 

2. Mobile application Testing:-  

 

 

 

 

 

 

 

A few things to consider in mobile 
application testing: 

1) Base your mobile OS testing on 
projected usage, not current usage. 

2) Test on real devices and not emulators 
3) Enable wireless 

distribution/installation of your test 
application locally. 

4) Test in real world environment. 
5) Test WebView/bridged app HTML 

content independently of your app. 
6) Simulate back-end dependencies like 

Database for quicker UI testing. 
7) Test for accessibility on real devices. 

A few pitfalls to watch in mobile application 
testing: 
 

1) Miss the platform UI/ UX guidelines 
2) Try to test everything 
3) Mobile is not web 
4) Focusing on UI and not the APIs being 

used 
5) Test only in lab setups 
6) Not automating easier regression tasks 
7) Test only on Single Device 
8) Not Listening to customers’ feedback 

on similar apps 

The two-prominent operating 
systems for mobile applications are 
iOS and Android. The two majorly 
used IDEs for application 
development platform are Native 
SDK (Android SDK & iOS SDK) and 
Cross-Platform SDKs. Most of the 
characteristics of the application 
are determined by the underlying 
platform usage.  
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                  IoT Test Approaches  
 

 

3. Cloud Compute Testing:- 

Cloud computing has passed through the 
stage of hype to become a reality of modern 
enterprise infrastructure. Managing and 
operating networks and IT services isn’t 
getting any easier, and more organizations 
are realizing the benefits of remote hosting 
of IT services over local IT management. 

The first and fundamental challenge of 
providing cloud services is service 
availability. The cloud service must look and 
feel as if it’s local, even though it’s hosted 
remotely. 

This leads to the second challenge: service 
assurance. How can your cloud services 
provider assure timely delivery and even 
service availability when it doesn’t control 
the data communication connection 
between the cloud service and your 
corporate users? 

The final challenge is service efficiency. That 
challenge encompasses efficiency in all 
aspects—from cost savings, space and power 
efficiency to efficient and scalable service 
delivery using virtualization, high-end 
servers and high-speed interfaces. 

 

Cloud Computing 

 

 

Standard Test methods that are applicable 
to Cloud Computing include: 

1) White Box Testing 
2) Black Box Testing 
3) Grey Box Testing 
4) Visual Testing 
5) Sanity Testing 
6) Scalability Testing 
7) Security Testing 
8) Smoke Testing 
9) Stress Testing 
10) Usability Testing 
11) Volume Testing 

Types of tests for Cloud Computing include: 

1) Stress Test 
2) Load Test 
3) Performance Test 
4) Functional Test 
5) Latency Test 
6) Browser Performance Test 
7) Compatibility Test 

Forms of Cloud Compute testing include: 

1) Testing a SaaS/PaaS in a cloud 
2) Testing of a cloud 
3) Testing inside a cloud 
4) Testing over cloud 

Limitation of Cloud computing tests 
include: 

1) Lack of standards. 
2) Security in the public cloud 
3) Service Level Agreements (SLAs) 
4) Infrastructure 
5) Usage 
6) Planning 
7) Performance 
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                  IoT Test Approaches 
 

 

4. Integration Testing:- 

In Integration Testing, individual software 
modules are integrated logically and tested 
as a group or solution. Integration Test case 
differs from other test cases in the sense it 
focuses mainly on the interfaces & flow of 
data/information between the components 
of the solution. 

The general software industry uses variety 
of strategies to execute Integration testing. 

 Big Bang Approach 
 Incremental Approach: which is further 

divided into following  

 Top Down Approach 
 Bottom Up Approach 
 Sandwich Approach - Combination 

of Top Down and Bottom Up 

Big Bang Approach:- 
 
Here all components are integrated together 
at once, and then tested.  

Advantages:- 
 Convenient for small systems. 

Disadvantages:- 
 Fault Localization is difficult. 
 Given the sheer number of interfaces 

that need to be tested in this approach, 
some interfaces links to be tested 
could be missed easily. 

 Since the integration testing can 
commence only after "all" the modules 
are designed, testing team will have 
less time for execution in the testing 
phase. 

 Since all modules are tested at once, 
high risk critical modules are not 
isolated and tested on priority. 
Peripheral modules which deal with 
user interfaces are also not isolated 
and tested on priority. 

 
Incremental Approach:- 

In this approach, testing is done by joining 
two or more modules that are logically 
related. Then the other related modules 
are added and tested for the proper 
functioning. Process continues until all of 
the modules are joined and tested 
successfully.  

This process is carried out by using dummy 
programs called Stubs and Drivers. Stubs 
and Drivers do not implement the entire 
programming logic of the software module 
but just simulate data communication with 
the calling module. 

Stub: Is called by the Module under Test.  

Driver: Calls the Module to be tested.  

Incremental Approach in turn is carried out 
by two different Methods:  

 Bottom Up  
 Top Down 
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                  IoT Test Approaches 
 

 

Bottom up Integration:- 
 
In the bottom up strategy, each module at 
lower levels is tested with higher modules 
until all modules are tested. It takes help of 
Drivers for testing 
 
Pros:- 

 Fault localization is easier. 
 No time is wasted waiting for all 

modules to be developed unlike Big-
bang approach 

Cons:- 
 Critical modules (at the top level of 

software architecture) which control 
the flow of application are tested last 
and may be prone to defects. 

 Early prototype is not possible 

Top down Integration:- 

In Top to down approach, testing takes 
place from top to down following the control 
flow of the software system. Takes help of 
stubs for testing.  

Pros:- 
 Fault Localization is easier. 
 Possibility to obtain an early 

prototype. 
 Critical Modules are tested on priority; 

major design flaws could be found and 
fixed first. 

Cons:- 
 Needs many Stubs. 
 Modules at lower level are tested 

inadequately. 
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                  IoT Test Approaches 
 

Approach 2: Service Virtualization:- 
 
 
 
 
 
 
 
 
 
 
 
 
It is used to provide software development 
and QA/testing teams access to dependent 
system components that are needed to 
exercise an application under test (AUT), 
but are unavailable or difficult-to-access for 
development and testing purposes. With the 
behavior of the dependent components 
"virtualized," testing and development can 
proceed without accessing the actual live 
components. Service virtualization is 
recognized by vendors, industry analysts, 

and industry publications as being different 
than mocking 
 
Service virtualization emulates the behavior 
of software components to remove 
dependency constraints on development 
and testing teams. Such constraints occur in 
complex, interdependent environments 
when a component connected to the 
application under test is: 

 Not yet completed 
 Still evolving 
 Controlled by a third-party or partner 
 Available for testing only in limited 

capacity or at inconvenient times 
 Difficult to provision or configure in a 

test environment 
 Needed for simultaneous access by 

different teams with varied test data 
setup and other requirements 

 Restricted or costly to use for load and 
performance testing. 
 

  

In software engineering, service 

virtualization is a method to 

emulate the behavior of specific 

components in heterogeneous 

component-based applications such 

as API-driven applications, cloud-

based applications and service-

oriented architectures.  
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                  IoT Test Approaches 
 

 
Although the term "service virtualization" 
reflects the technique's initial focus on 
virtualizing web services, service 
virtualization extends across all aspects of 
composite applications: services, databases, 
mainframes, ESBs, and other components 
that communicate using common 
messaging protocols. 

Service virtualization emulates only the 
behavior of the specific dependent 
components that developers or testers need 
to exercise to complete their end-to-end 
transactions. Rather than virtualizing entire 
systems, it virtualizes only specific slices of 
dependent behavior critical to the execution 
of development and testing tasks. This 
provides just enough application logic so 
that the developers or testers get what they 
need without having to wait for the actual 
service to be completed and readily 
available. For instance, instead of 
virtualizing an entire database. 

Traditional test challenges resolved by 
Service Virtualization: 

 Replicating a fully-connected 
environment requires too much 
money and effort—and sometimes it’s 
simply inconceivable (such as when we 
need access to not-yet-implemented 
components being developed in 
parallel). 

 The subsystems, subcomponents, and 
services that are interconnected are 
owned by different groups and third 
party vendors. Inability to access just 
one dependent subcomponent could 
impact the testing of the whole 
application. 

 Considerable effort and coordination 
among different teams is needed to get 
the right test data populated across all 
the systems. 

 Availability of the device only with 
limited capacity and at inconvenient 
times 

 The problem of testing for the IoT 
raises issues of responsibility. Who is 
at fault if the device in your vehicle 
starts emitting erroneous data that 
causes On-Board diagnostic connector 
to report non-existent events that 
destabilize the control loops used by 
different parts of the vehicle, causing a 
failure that leads to an accident? Is it 
the vendor of the device or the 
controller for being unable to cope 
with extraneous events?  Your 
customers will hate if you use classic 
test approach. 

New solutions needed:- 

The heterogeneous nature of IoT Services 
demands for strong test capabilities to 
ensure the performance of the services 
meets the user’s requirements as well as 
service level agreements between service 
providers and consumers. 

 A strong test strategy – Think test 
first 

 New platform and test tools 
 Gray Box testing 
 Real Time Operating System 
 Test environments with automated 

test configuration 
 Powerful Backend 

 

 

 

 

 

http://devops.com/blogs/like-backend/


                             

 
12 

 

 

                  IoT Test Approaches  
 

 
DevOps teams and agile workflows can 
accelerate the process but there is one thing 
that can hinder even the best DevOps group, 
and that’s waiting on dependent 
components. Testing code and framework 
incorporation can demonstrate 
unimaginable if your test environment is 
missing crucial dependencies. The 
limitations can be overcome by Service 
Virtualization. 

Service Virtualization eliminates 
Functional Testing Roadblocks 

Service Virtualization can speed up things 
significantly enabling testers to be less 
dependent on test infrastructures, evading 
the glitches of interconnectivity. It emulates 
only the behavior of the specific dependent 
component. Instead of virtualizing an entire 
database, you monitor how the application 
interacts with the database and then 
replicate the related database behavior. 

Service virtualization ought to be used for 
testing when: 

 You can’t test the real-time data 
because it is out of your scope – for 
example, a payment service that 
doesn’t offer a testing environment. 

 Your application framework is 
complex to the point that you can’t test 
on it without disturbing normal 
business. 

 You shouldn’t open real-time 
information to a possibly non-secure 
testing environment. 

 You have to test against an alternate 
framework that is still under 
development and isn’t yet accessible to 
test against. 

 

Let us take an example of Home 
Automation 

As you probably know, Nest thermostat uses 
Nest Sense (an exclusive combination of 
sensors and algorithms) to notice when 
you’re away and when you come home. The 
thermostat can be programmed and remote-
controlled by internet-enabled mobile 
devices enabling homeowners to control and 
read out the parameters onto a display. In 
an Internet of Things (IoT) world where the 
home can be easily connected to the 
Internet, it could automatically search an 
online information base and report a fault 
code based on the personal history or on the 
environment (an expert system tells you if 
there’s smoke, which room it’s in, and if 
you’re in immediate danger so you can 
quickly figure out the best way to exit your 
home and notifies your local fire 
department). 
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                  IoT Test Approaches 
 

 

Cloud computing provides a unique 
opportunity developers to work on sensor 
technology and expose this rich information 
through smartphone. With all the latest test 
strategies, methodologies and approaches 
the biggest challenge which testers can face 
is to test their prototypes by physically 
connecting to the sensors to get the data and 
test their software and hardware. Early 
prototype hardware could be unsafe and 
furthermore no-one wants to use a 
thermostat while keeping an eye on their 
untested microcontroller board project that 
they’ve plugged into the thermostat. 

Testing a planned smart house before 
constructing it is considered as an 
impediment towards an effective smart 
house venture. This is because of the variety 
of sensors, home appliances and gadgets are 
interconnected in a smart environment. One 
way to work toward a solution is to create a 
system which can simulate a home. To all 

intents and purposes, under certain 
conditions, it should behave exactly like a 
real home would, only in the comfort of a 
lab rather than in real smart environment. 

Service Virtualization generates, deploys, 
and manages simulated dev/test 
environments by implementing a multi-
purpose smart house simulation system. 
This simulator provides the ability to design 
the house plan and different virtual sensors 
in a two-dimensional model of the virtual 
house environment. It can connect to any 
external smart house controlling 
framework, providing assessment abilities 
to their system much easier than before. 
Scenarios can also be defined for testing 
various possible combinations of device 
states; so different criteria and variables can 
be simply evaluated without the need of 
experimenting with a real environment. 

 

 

 

 

 

 

 

 

 

 

 



                             

 
14 

 

 

 

                  Conclusion 
 

 

Testing IoT systems are complex in nature as it remains the meeting point of all the latest 
technologies like Embedded, Mobile, Cloud and Connectivity. While the traditional approach of 
component & integration testing can work at each component level the dependencies between 
the components and their interactions are critical. Service Virtualization is evolving into a new 
testing paradigm for systems like IoT which relies on multiple services in Service Oriented 
Architectures where services are emulated to test the integration of the system.  
 
However, Service Virtualization testing would need sophisticated tools and requires some 

amount of code written by testers for testing using them. It will be only prudent to use either of 

them or a combination of these approaches as applicable based on the complexity of the IoT 

product or solution being implemented in your organization. 
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                  About 
 

 

MoboDexter, Co-Founded by Ex-Intel veterans in 2013 is based out in New York, Bangalore and 

Singapore.  We are rapidly establishing itself as an innovative platform leader in the world of 

enterprise Internet of Things. In the booming and evolving Internet of Things market, 

MoboDexter has created a unique IoT platform to enable businesses to build their IoT products 

and solutions. PAASMER is a software suite that bundles all the elements needed to 

connect sensors, gateways, mobile application, cloud and analytics to develop, 

build and deploy connected IoT products quickly and efficiently. PAASMER’s end 

goal is to enable Artificial intelligence to ―Things‖ so that Things are enabled with their own 

intelligence to act in the best interest of the user. Hence Machine learning and Deep learning are 

integral choices in the platform for our clients to leverage.  

The unique aspects of PAASMER platform that differentiates our platform from other IoT 

Platforms in the market are 

 Best In Class High Speed Edge Database 

 Innovative Edge Analytics 

 Modular Edge OS 

 Innovative Edge & Cloud Security  

 Dynamic Cloud Management 
  

MoboDexter is advised by Gartner Inc. In a recent Gartner survey, top 4 verticals seeing steep 

growth in IoT implementations are HealthCare, Connected Home, M2M & Retail. These are the 

same 4 verticals that are growth focus for PAASMER and has signed up clients across the world 

in each of these verticals. Our client implementations case studies are here. 

Raconteur Online wrote - “MoboDexter’s IoT Platform as a Service, named PAASMER, and 

has been built with an inside-out approach from gateway upwards or downwards that makes 

it more versatile and flexible to integrate than existing platforms” 

For more information visit: - www.mobodexter.com, www.paasmer.co. 

Follow Us:-  

    

 

http://www.paasmer.co/case%20study
http://www.mobodexter.com/
www.paasmer.co
https://twitter.com/mobodexter
https://www.linkedin.com/company/mobodexter
https://www.facebook.com/mobodexter
https://plus.google.com/114188935824882405049

