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                  IoT Definitions and Implementation States 
 

 
There is much variation in understanding of 
the Internet of Things and its related 
concepts — operational technology and 
machine-to-machine communication. The 
concept of the Internet of Things (IoT) is 
not fundamentally new, but several factors 
are converging to drive extremely high 
levels of deployment. Mass adoption is 
shifting the IoT into a powerful force for 
business transformation.  
 
 The IoT is the network of dedicated 

physical objects (things) that contain 
embedded technology to sense or 
interact with their internal state or 
external environment. The IoT 
comprises an ecosystem that includes 
things, communication, applications 
and data analysis. 
 

 Machine-to-machine (M2M) 
communication services refer to 
connectivity services that link IoT 
"things" to central or back-end 
systems, without human input. 

 
 Operational technology (OT) is 

enterprise technology used to monitor 
and/or control physical devices, assets 
and processes. 

 
Why Now for the IoT? 
 
The concept of the IoT is not fundamentally 
new. Connected "things" have provided 
benefits to enterprises and consumers for 
years. Examples include automated teller 
machines (ATMs), airline check-in 
machines and card-operated door locks. 
Back-end systems have provided much 
value in these situations by analyzing usage 
patterns, enhancing maintenance support 
and interfacing with enterprise software. 
However, the IoT is evolving beyond these 
early examples as increasing penetration 
and greater numbers of use cases lead to 
much greater utility. 
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                  IoT Definitions and Implementation States 
 

 
Several diverse factors are converging to 
drive further value and use from the IoT 
 
 Business models that take advantage 

of the IoT are emerging — such as pay-
as-you-drive insurance offerings, 
smart waste bins on city streets and 
remote healthcare services. These 
models are seen as proof that the IoT 
will solve real business problems, and 
they spur enterprises to explore new 
ways in which to use the IoT. 
 

 The costs of connectivity and of 
embedded technology have fallen to a 
point where this is no longer a barrier 
to adoption. Costs are now low enough 
for most situations and are continuing 
to fall. Broadband is now well 
penetrated to allow much of this 
connectivity. 

 
 Mobile app development platforms 

have matured, allowing OT devices 
such as programmable logic 
controllers (PLCs) to be controlled and 
monitored remotely from a tablet 
computer. APIs are being added to 
industrial and other OT software in 
order to support this change. 
 

 The power of big data and analytics is 
being applied to the data originating 
from things. This supports decision 
making in a wide range of contexts 
and is probably the largest value 
component of the IoT. 
 

 New applications are rapidly emerging 
that focus on the control and 
monitoring of physical entities. These 

are extremely diverse and include 
inventory control, remote healthcare, 
livestock control, home energy 
management, agricultural crop 
sensing and many more examples. 
 

 IoT hosting platforms are available 
from a growing list of suppliers. These 
cloud-based facilities can scale to very 
large numbers of users and things. 
They integrate and link with 
application and middleware while 
providing some degree of security. 
These platforms offer a quick and easy 
basis on which to develop IoT 
solutions. 
 

 Standards and ecosystems are starting 
to form. These will stabilize over the 
next several years, facilitating rapid 
development of solutions across a 
range of industries. 
 

 Distributed DBMS styles such as 
NoSQL and higher performance in-
memory computing are available to 
support real-time analytics. 
 

 Regulation and legislation is pushing 
some categories of things into the 
mainstream. Examples include smart 
meters and many automotive 
functions. Intelligent lighting will 
follow as governments encourage 
energy savings through light-emitting 
diode (LED) technology. The 
infrastructure required for these use 
cases will support further examples 
and will therefore boost overall growth 
of the IoT. 
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                  IoT Definitions and Implementation States 
 

 

IoT Today offers Limited Value 
 

 Few use cases 
 Fragmented solutions 
 Unclear ownership of the IoT in 

enterprises 
 
IoT Tomorrow will offer Transformation 
Value 
 

 Mass adoption 
 Tens of billions of things connected 
 Multi-trillion-dollar economic value 

from the IoT 
 

Future IoT will be driven by these Key 
Drivers 
 
 New business models that take 

advantage of the IoT 
  Falling costs of connectivity and 

technology 
 Mobile app development platforms 
 Analytics applied to things 
 New applications 
 IoT hosting platforms 
 Standards and ecosystems 
 Distributed and real-time 

architectures 
 Regulation
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                  IoT Solution Architecture Styles 
 

 
There are many ways to architect the 
Internet of Things implementations for 
enterprises. CIOs must consider security, 
privacy, cost, ease of access, agility and 
performance to determine the best 
architecture for each enterprise. 
 
Enterprises will build and adapt their 
Internet of Things implementations based 
on a combination of these five main 
architecture styles: 
 
 Thing-centric. Things are smart on 

their own and store most of their data 
on-board. Things are self-sufficient 
and communicate to the Internet only 
for centralized coordination and 
analysis. 
 

 Gateway-centric. The gateway houses 
the application logic, stores data and 
communicates with the Internet for 
the things that are connected to it. 
Things don't have to be as smart, 
because the gateway provides these 
resources. 

 
 Smartphone-centric. The smartphone 

(or any mobile device) houses the 
application logic, stores data and 
communicates with the Internet for 
the things that are connected to it. 
Things don't have to be as smart, 
because the smartphone provides 
these resources. 

 
 Cloud-centric. The cloud will act as the 

central connection hub, power 
analytics and provision data storage. 
Things don't have to be as smart, 
because the cloud will provide these 
resources. 

 
 Enterprise-centric. Things are behind 

a firewall and are geographically 
collocated. There is little need to 
extend out to the external Internet. 
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                  IoT Solutions Architecture Styles  
 

 
Guideline: 
 
Each architecture has its own advantages 
and disadvantages. These architectures are 
designed to be style models that most 
enterprises will want to combine according 
to their needs. The reason why the names of 
each of these architectures are appended 
with "centric" (for example, cloud-centric) is 
that we expect that most enterprises will not 
pursue a pure implementation. For 
example, an enterprise might favor a 
smartphone-centric architecture, but may 
still rely significantly on cloud resources. 

Enterprise CIOs and IT leaders should use 
these steps as a way of thinking about how 
to implement these architectures: 
 

1. Find the architectures that fit your use 
cases. Use the criteria in the Choosing 
the Right IoT Architectures section. 
Expect to have different use cases that 
require different architectures within 
the same enterprise. 
 

2. Choose or build an IoT platform that 
can support these chosen architectures 
— (ideally, all architectures, even the 
ones you won't adopt immediately). 

 
3. Consider emerging technologies that 

may eliminate the advantages and 
disadvantages of an architecture style. 
For example, high-performance 
messaging protocols (for example, 
Data Distribution Service removes the 

latency in the cloud to provide real-
time communications as if the 
machines were locally close. The cost 
of computing, storage and 
communications will also be an 
emerging factor. For example, a 
decreasing cost of hardware against a 
rising cost of communications would 
influence an enterprise toward a 
thing- or gateway-centric style, as 
opposed to a cloud-centric style. 

 
Choosing the Right IoT Architectures 
by Prioritizing Constraints 
 
To properly evaluate which architecture 
styles fit best, enterprise CIOs and IT 
leaders should consider the following 
criteria. There is no right answer. Often, 
what is perceived as an advantage in some 
situations (for example, using cloud 
resources to remove cost and complexity 
from things) is actually a disadvantage in 
other situations (for example, connecting to 
the cloud is problematic or less secure). 
 
The Priority constraints that needs to 
managed are 
 

1) Cost of hardware, software and data. 
2) Connectivity & technical requirements 

based on reliability and quality of 
service; Real-Time Performance. 

3) Data and Security.  
4) Users and Implementations 

complexity. 

 
 
 
 
 
 

 
 



                             

 
8 

 

 

                  Guideline for CIOs on IoT Deployments  
 

 

The proliferation of the Internet of Things 
will drive widespread adoption of IoT 
solutions, including IoT platforms. IT 
leaders and directors of application 
infrastructure need to understand the 
capabilities, scope and relationship of IoT 
platforms to existing IT infrastructure. 
 
Key Challenges: 
 
 New IoT business solutions are 

composed of a complex, 
heterogeneous mix of IoT endpoint 
sand platforms, and back-end systems 
and data. 
 

 IoT platforms typically offer many 
functionality capabilities, which vary 
(as do related marketing claims) from 
provider to provider, and IoT project 
requirements vary widely, making it 
difficult for enterprises and service 
providers to understand, compare and 
choose products. 

 
 IoT platforms are often bundled with 

specific renderings of IoT capabilities 
(for example, analytics) to solve 
specific business problems (such as 
predictive maintenance), but these 
typically, must be configured or 
customized to suit, and, at times, these 
capabilities augment and overlap (or 
look like) similar capabilities 
elsewhere in your application 
infrastructure. 
 

 Many business units are implementing 
use cases that include embedded 
Internet of Things (IoT) solutions. 
CIOs need to step up to provide 
leadership that can unleash and 
capture IoT benefits at the enterprise 
level. 
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                  Guideline for CIOs on IoT Deployments 
 

 
 The interplay between the four core 

capabilities of IoT — sense, 
communicate, analyze and act - makes 
it very different from traditional IT. 
This lack of familiarity makes planning 
difficult. 
 

 Confusion about the relationship 
between IoT, operational technology 
and digital business makes it a 
challenge to position IoT correctly 
within the organization. 
 

 The complexity and novelty of Internet 
of Things (IoT) solutions create 
challenges with controlling scope. 
 

 The market and technology for IoT are 
volatile and dynamic, increasing the 
risk that planned deployments can 
become obsolete by the time they 
launch. 
 

 Procurement options for IoT are 
evolving and include tying into third-
party endpoints and IoT systems. In 
addition, emerging IoT ecosystems are 
forming around standards, and 
leading industrial and consumer 
brands are extending into IoT. 

 

 There is a high risk of IoT project 
failure due to technology complexity; 
limited internal skills; knowledge, 
cultural and organizational barriers; 
and difficulties realizing planned 
benefits. 

 

Recommendations: 
 
 Use IoT Solution Scope Reference 

Model to help identify the key IoT 
solutions. 
 

 components and understand their 
roles, importance, and relationship to 
each other and existing infrastructure. 
 

 Commission an IoT center of 
excellence role to explore the potential 
business value of IoT solutions and 
their potential impact on existing IT 
infrastructure. 

 
 Plan a phased approach, to fully 

realize IoT project potential. Focus 
initially on IoT platform deployment 
and, over time, integrate the platform 
with back-end systems, data and 
analytics. 

 

 Identify the core benefits of IoT that 
are most relevant to your organization. 
We define the eight core IoT benefits 
as improving operations, optimizing 
assets, enhancing services, generating 
revenues, increasing engagement, 
improving well-being, strengthening 
security and conserving resources. 
Link these benefits to high-level 
business objectives to set the strategic 
context for IoT. 
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                  Guideline for CIOs on IoT Deployments 
 

 

odexter.com 
 Form cross-functional teams of 

business and technology leaders to 
brainstorm future business moment 
scenarios and the role that IoT can 
play. Then work collaboratively to 
prioritize those that warrant further 
development. 
 

 Plan how your organization can 
leverage the four capabilities of IoT 
(sense, communicate, analyze and act) 
in support of business moment 
scenarios. 

 
 Control the scope of early IoT use 

cases by reducing technology 
complexity, limiting the number of 
endpoints, and cutting down or 
eliminating complex integration with 
enterprise systems. 

 
 Monitor IoT market developments on 

an ongoing basis. Identify 
opportunities to substitute customized 
IoT components and related software 
with commodity mass-market 
components. 

 
 Pursue opportunities to tie into third-

party IoT and emerging IoT 
ecosystems first, before engaging in 
custom development of IoT solutions. 

 
 Conduct one or more IoT pilot projects 

before going into a production 
deployment. Be prepared to iterate 
through multiple pilots, which will 
reduce risk by applying lessons 
learned. 
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                  Unleashing the Power of IoT Edge 
 

 

Enterprises are increasingly connecting a 
broad variety and number of IoT endpoints 
(a collection of sensors) to access data from 
and better manage physical assets that are 
relevant to their business. Typical IoT-
enabled business objectives include 
traditional benefits, such as improved asset 
management, as well as new business 
opportunities and revenue models, such as 
subscribed-to services. Integrated IoT 
platforms are required due to the increasing 
sophistication, scale and business value of 
these data exchanges. 

An IoT platform is an on-premises software 
suite or a cloud service (IoT platform as a 
service[PaaS]) that monitors and may 
manage and control various types of 
endpoints, often via applications business 
units deploy on the platform.  The IoT 
platform generally incorporates operations 
involving IoT endpoints (sensors, devices 
and multi-device systems), IoT gateways, 
and back-end enterprise applications and 
data. The platform provides the capability to 
monitor IoT event streams, enables 
specialized analysis and application 
development, and engages back-end IT 
systems or services. It typically plays a vital 

role in providing functionality for 
provisioning, controlling and even changing 
the endpoints to support IoT solutions. Any 
IoT solution contains two parts an IoT Edge 
(includes endpoints and gateways) and an 
IoT Cloud (includes Cloud, Analytics and 
Visualizations). 

General IoT Platform capabilities include: 
 
 Provisioning and management of 

devices  
 Data aggregation, integration, 

transformation, storage and 
management  

 Device Event processing: Policy and 
Rules Management 

 Cybersecurity 
 IoT device communications (network 

and/or Internet) 
 Adapter or Connectors (API hub, 

gateway software) 
 Customizing and building applications 

(SDK, IDE etc.) 
 IoT data analysis and visualization 

including machine learning 
 User interfaces for both end users and 

developers 
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                  Unleashing the Power of IoT Edge 
 

Most IoT Platforms offer many of these 
capabilities on the cloud and allow edge 
devices like sensors and gateway to connect 
to their cloud and leverage these 
capabilities. 
 
The IoT platform may be implemented by 
the enterprise as an on-premises solution, 
using an IoT PaaS in the cloud, or be 
distributed between any combination of on-
premises IoT endpoint agents, the gateway, 
public cloud IoT PaaS, and back-end 
systems and data. Very few Edge focused 
IoT platforms like Fog-Horn and PAASMER 
provide many of these capabilities on the 
Edge of IoT. Offering these capabilities at 
the Edge means all the data from the 
sensors can be processed at the IoT Edge. 
This plays a critical role in providing more 
real-time response to events and to lower 
the cost of maintaining an IoT solution. 
 
MISTY is PAASMER IoT Edge software that 
bundles all the key elements required to 

power the edge to be truly intelligent than 
act as data transfer agents. Unique aspects 
of MISTY are: 
 

1) Modular Operating System. 
2) High Speed Edge Database. 
3) Real-Time Rules Engine. 
4) Edge Analytics. 
5) Edge Machine Learning Engine. 
6) Hyper-Scale Cloud Connectors. 
7) Patented Security Engine. 

 
IoT platform software is an emerging 
market with many types of buyers across the 
enterprise, from central IT to various lines 
of business (or LOBs). These buyers have 
different objectives, project types and 
success criteria. IoT platform software's 
rapid evolution is driven by enterprises' 
technical and business requirements, which 
continue to rapidly evolve and vary by 
industry and region, and emerging 
standards.
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                  Unleashing the Power of IoT Edge 
 

 
Hence two main drivers are driving IoT 
Platforms to undergo continued 
diversification. 
 

1) First, end users and enterprises in 
different industry verticals and regions 
have distinct requirements. 
  

 A healthcare, food service or 
automotive industry enterprise will 
have requirements that are different 
from a manufacturer for connecting 
to, and collecting data from, IoT 
endpoints. Some enterprises will 
require a broad set of legacy data 
and connectivity protocols and 
specific compliance and regulatory 
requirements on the reports and 
data storage. 
 

 Other requirements will be driven by 
region, due to regulatory, language 
and culture variations, as well as 
different local privacy laws. 
 

 One will be see the emergence of IoT 
solutions targeted at specific 
business processes, like driver 
behavior monitoring for usage-based 
insurance or smart shelves in retail 
establishments, where the 
combination of Bluetooth beacons 
and incentive marketing software 
may increase sales.  

 Eventually, best-practice 
architectures will emerge around key 
horizontal elements, which then may 
have vertical specializations. 

 
2) Second, an increasing number of large, 

midsize and small vendors have been 
entering the market, ranging from IT 
mega vendors, to midsize providers 
incorporating IoT capabilities into 
existing product and service offerings, 
to proliferating IoT-centric startups. 
  

 In many cases, the megavendors 
(including AT&T, Bosch Software 
Innovations, GE, IBM, Microsoft 
and Vodafone, for example) have 
good roadmaps but are still 
clarifying their products or 
solutions.  
 

 Furthermore, their offerings are 
often a logical extension to their 
well-established portfolios, or they 
expand on a "legacy products”, or 
they are intended to meet perceived 
market threats from traditional or 
other new competitors.  
 

 Many midsize to large vendors or 
startups have leveraged key 
technologies or their understanding 
of key vertical markets to build niche 
or even general-purpose IoT 
Platforms.
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                  About 
 

 

MoboDexter, Co-Founded by Ex-Intel veterans in 2013 is based out in New York, Bangalore and 

Singapore.  We are rapidly establishing itself as an innovative platform leader in the world of 

enterprise Internet of Things. In the booming and evolving Internet of Things market, 

MoboDexter has created a unique IoT platform to enable businesses to build their IoT products 

and solutions. PAASMER is a software suite that bundles all the elements needed to 

connect sensors, gateways, mobile application, cloud and analytics to develop, 

build and deploy connected IoT products quickly and efficiently. PAASMER’s end 

goal is to enable Artificial intelligence to “Things” so that Things are enabled with their own 

intelligence to act in the best interest of the user. Hence Machine learning and Deep learning are 

integral choices in the platform for our clients to leverage.  

The unique aspects of PAASMER platform that differentiates our platform from other IoT 

Platforms in the market are 

 Best In Class High Speed Edge Database 

 Innovative Edge Analytics 

 Modular Edge OS 

 Innovative Edge & Cloud Security  

 Dynamic Cloud Management 
  

MoboDexter is advised by Gartner Inc. In a recent Gartner survey, top 4 verticals seeing steep 

growth in IoT implementations are HealthCare, Connected Home, M2M & Retail. These are the 

same 4 verticals that are growth focus for PAASMER and has signed up clients across the world 

in each of these verticals. Our client implementations case studies are here. 

Raconteur Online wrote - “MoboDexter’s IoT Platform as a Service, named PAASMER, and 

has been built with an inside-out approach from gateway upwards or downwards that makes 

it more versatile and flexible to integrate than existing platforms” 

For more information visit: - www.mobodexter.com, www.paasmer.co. 

Follow Us:-  

    

 

http://www.paasmer.co/case%20study
http://www.mobodexter.com/
www.paasmer.co
https://twitter.com/mobodexter
https://www.linkedin.com/company/mobodexter
https://www.facebook.com/mobodexter
https://plus.google.com/114188935824882405049
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