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                  Introduction 
 

 

The power of objects in the Internet of 

Things (IoT) to change the state of 

environments — in addition to generating 

information — will cause chief information 

security officers (CISOs) to redefine the 

scope of their security efforts beyond 

present responsibilities, according to 

Gartner, Inc. Gartner predicts that IoT 

security requirements will reshape and 

expand over half of all global enterprise IT 

security programs by 2020 due to changes 

in supported platform and service scale, 

diversity and function. 

The IoT is redrawing the lines of IT 

responsibilities for the enterprise. IoT 

objects possess the ability to change the 

state of the environment around them, or 

even their own state; for example, by raising 

the temperature of a room automatically 

once a sensor has determined it is too cold 

or by adjusting the flow of fluids to a patient 

in a hospital bed based on information 

about the patient's medical records. 

Securing the IoT expands the responsibility 

of the traditional IT security practice with 

every new identifying, sensing and 

communicating device that is added for 

each new business use case. 

Operational security is a top priority when 

selecting IoT platforms and one can see that 

IoT Platforms regularly proves its mettle in 

meeting and exceeding the exacting security 

expectations of IoT innovators. Many IoT 

Platforms use of open standard secure 

communications protocols, such as TLS 

v1.2, that ensure IoT device interactions are 

authenticated and encrypted. 

An IoT Platform can provide multiple layers 

of security implementation for IoT 

innovators to choose from like hardware 

security, system software security and 

application layer security. IoT device 

manufacturers must choose these security 

components offered by IoT platforms to 

ensure they offer better security features to 

their end consumers. Most cases security 

comes at additional cost or performance 

overheads and manufacturers tend to 

overlook this aspect most of often. 

We know from long experience that security 

is only as good as what you pay for and are 

ready for certain trade-offs on performance. 

Even military systems very often get asked 

to quote a certain level of security and then 

they come back and say that’s way too 

expensive, what can give us for x dollar. In a 

lot of projects security is seen from 

obscurity and expensiveness point of view. 

It’s almost from the computer resources 

perspective like if somebody have a choice 

between audience certificate or decryption 

algorithm versus getting this a little bit 

more of analysis off that device, they’ll pick 

the analysis off the device over security. 

 

 

 

 
 
 

https://console.ng.bluemix.net/docs/services/IoT/reference/security/index.html#secure-device-connection
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                  Problem Statement 
 

 

One of the biggest traditional changes from 
a traditional security model is, and one of 
the things we found is people often have 
physical access to these devices. And 
whereas a laptop or  network equipment is 
secured with passwords and there are easy 
ways to authenticate a user to that device. It 
can be very challenging to authenticate 
when you were just a sensor node or you 
have a few buttons or actuators and things 
like that. 
 
Establishing that trust and who has access 
to these devices is very complicated. And 
one of  things we found and something that 
we worked hard on a project was baking 
security in to the  hardware level where 
literally looking at how we communicate 
externally to the chip, what portions can 
leave the system unencrypted and things 
like that, and preventing read-back to 
prevent security keys from being able to 
read-back. We found and done a lot of 
studies, very sophisticated hardware 
hacking going against these kinds of devices 
where they’re able to extract a key that has 
been used for more than one device. And 
effectively while they have physical access to 
one device, they’ve owned the network of all 
those devices. That’s very different from a 
traditional environment. 

If we buy into the hype that IoT offers huge 
opportunity, we should assume the hackers 
won't be far behind. Indeed, we've already 
seen plenty of examples of the good guys 
demonstrating what the bad guys might do: 
PenTest Partners showed off smart 
thermostat ransomware; two hackers 
pushed Chrysler into recalling 1.4 million 
cars after they demonstrated they could 

hijack a Jeep while driving; even baby 
monitors have been hacked. Recent DDoS 
attack that brought down many sites in the 
United States is also an issue.  

Not that we make it hard for the hackers. As 
a recent Symantec's research bulletin 
highlights, "Poor security on many IoT 
devices makes them soft targets, and often 
victims may not even know they have been 
infected. Attackers are now highly aware of 
lax IoT security and many pre-program 
their malware with commonly used and 
default passwords."  

As per the same report, "Most IoT malware 
targets non-PC embedded devices. Many are 
Internet-accessible, but because of their 
operating system and processing power 
limitations, they may not include any 
advanced security features." In other words, 
a big pile of IoT products that are already in 
the market is not secure by default. 

Hence the problem is twofold:  

1) How will fix these unsecure devices that 
are already in the market. Even if we 
manage to introduce better security 
protocols for IoT devices, an even bigger 
problem looms: How do we keep them 
updated with the latest security patches? 

2) How can we ensure the newer devices 

and platforms in the market are enabling 

building secure products? 
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                  Opportunity  
 

 

On the problem of ―How to secure the 

millions of IoT devices already in the 

market?‖  

IoT vendors may figure out ways to 

introduce patches without consumer 

involvement. Yet even if companies figure 

out how to patch their networks of devices, 

there's also the likelihood that hackers will 

piggyback on those patches to introduce 

more vulnerabilities. Patching sounds good 

-- except that attackers will start inserting 

attacks via patching mechanisms. This in 

turn requires code signing. Which in turn 

requires more CPU/memory power on the 

IoT. Which in turn will result in every IoT 

device being a full on mobile CPU. Which in 

turn makes the patching process more 

difficult and expensive. 

But with that opportunity comes a 

responsibility to get much more serious 

about security in IoT. Ensure better 

securities practices like changing default 

passwords, blocking unused ports is one-

way that existing devices can be made 

harder to hack.  

On the problem of ―How can we ensure the 

newer devices and platforms in the market 

are enabling building secure products?‖ 

OWASP (Open Web Application Security 

Project) Foundation –is an industry 

standard body that defines security 

implantation at various components of an 

IoT Platform/Solution. OWASP IoT Security 

Framework defines the security criteria for 

each component of IoT like Edge, Gateway, 

Cloud and Mobile application that enable 

the end-to-end IoT solution. The edge code 

that runs on actual IoT devices. Often edge 

components are resource constrained or 

operate in isolated environments. A gateway 

device is often used to aggregate and bridge 

communications from edge devices. The 

edge, or gateway, will often communicate 

with some sort of cloud component, often a 

web service. This component could be 

deployed in a company data center or a 

public cloud computing environment. The 

cloud component often supports complex 

user interfaces, analytics capabilities, and 

provides access to data aggregation back 

ends. Finally, many IoT ecosystems consist 

of mobile application components that allow 

users to interact with the ecosystem via 

smart phones or tablets. 

IoT Platform providers can build multi-layer 

security approach to have an end-to-end 

security model with security implemented at 

hardware, system software, communication 

layer and software application layer.IoT 

manufacturers can utilize these security 

components and build the best architecture 

model to build their products. 

 

 

 

 
 
 
 

In this whitepaper, we will present 

you a security reference model that 

can be implemented based on 

PAASMER IoT Platform. 
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                  Our Platform Solution for IoT Security  
 

 

Phase1: Platform Security Components 

PAASMER IoT Platform started with 

security as the fundamental building block 

on which the whole platform architecture 

evolved.  

 

 

 

 

 

 

 

 

 

 

Each block in the picture represents and 

ensures that from device to cloud everything 

from hardware, communication and 

software interactions are secured.  

Secure Boot, Secure Update and Crypto Key 

blocks are typically combined with a Crypto 

management technology called TPM. TPM 

can be implemented either as software layer 

or a hardware layer. A hardware TPM 

provides a more secure implementation 

over a software TPM. However, hardware 

TPM implementation comes at an 

additional cost.  

The TPM, a secure cryptographic integrated 

circuit (IC), provides a hardware-based 

approach to manage user authentication, 

network access, data protection and more 

that takes security to higher level than 

software-based security. Perhaps 

surprisingly to many IT and operations 

staff, the TPM can be combined with widely 

used enterprise hardware such as network 

policy enforcement points, including 

Checkpoint firewalls, Cisco switchers and 

routers, and other 802.1x-compatible 

devices. 

 

 

 

 
 
 
 
 

Hence PAASMER defines robust 

security layers for each release in 

multiple phases of the platform 

roadmap.  A Robust Security 

Framework that is implemented and 

enabled through PAASMER 1.0 

which the released version and first 

generation of the platform is show in 

the Picture 
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                  Our Platform Solution for IoT Security 
 

 

 

 

 

 

 

1) Devices Must Not Have Open 

Inbound Ports 

For one device - say, a server - to push 

data, another device (i.e. an IoT device) 

must be listening. In a traditional 

model, the listening device will open an 

inbound port and wait for data to be 

pushed. While this can work in some 

scenarios, it is a massive risk for IoT as 

these ports must remain open 

indefinitely. The security risks of leaving 

inbound ports open include malware 

infections, modification or theft of data, 

DoS attacks, and arbitrary code 

execution.  

  

2) End-to-End Encryption 
Transportation Layer Security (TLS) is 

an industry standard communication 

layer for sending encrypted data over a 

wide area network (WAN) that can be 

paired with AES encryption to provide 

true end to end security. TLS/SSL 

protects the top level of data streaming 

between devices, encrypting the data 

from device to device at the endpoint 

when the data is transferred. While 

TLS/SSL is suitable for data 

transmission security, data generated 

from IoT devices is still vulnerable over 

the network unless it is encrypted. For 

true end-to-end security, the data itself 

is encrypted with the Advanced 

Encryption Standard (AES) encryption 

specification. 

 

3) Token-Based Access Control 

While AES and TLS/SSL can be used to 

encrypt the data as it is being 

transferred, another major challenge is 

fine grain access control over who and 

what can transmit and receive data. 

With potentially millions of devices 

trying to listen to the correct channels 

and topics, it is extremely inefficient and 

insecure to ask end devices to filter out 

topics they don’t subscribe to. Instead, 

the network should handle the bulk of 

this task. 

 

 

 

 

 

 

 

Using this security technology of 

PAASMER three aspects of IoT 

security can be ensured. These 

security components are built into 

MISTY – PAASMER’s Fog Operating 

system for End Devices. 
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                  Our Platform Solution for IoT Security 
 

 

Phase 2: Platform Security for IoT via TOR-Kind Approach 

The basic principle behind this new system 
is to funnel all the data traffic from the 
device to its end user or master update 
servers via a Tor-Kind connection, instead 
of using the public Internet. 

A software is run to turn on a Tor 
configuration, which, in a simplified 
explanation, sets up a special Onion site on 
the device. Remote users who want to access 
the IoT device will need to know the Onion 
link to the software first, which will then 
relay the connection to the actual IoT 
device, working as a proxy. The advantages 
of using such a system are palpable, for both 
users and IoT vendors, who might be 
interested in embedding such technology 
into their devices by default. 

First off, there's no need to complicate 
software development with setting up 

complex SSL/TLS certificates for supporting 
HTTPS connections, since all Tor 
connections are encrypted by default, with 
several layers of encryption (Onion 
protocol). 

Secondly, users don't need to uselessly open 
firewall ports or use VPNs to access their 
IoT devices. All connections will go through 
the Tor hidden network, and nobody will 
know to what you're connecting. It could be 
your IoT baby cam at home or a drug 
marketplace. It's anyone's guess. 

Scanning Tor-protected IoT devices is 
technically impossible. This means no more 
searching for vulnerable IoT devices via 
Shodan and blindly stumbling upon 
vulnerable equipment. 
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                  Our Platform Solution for IoT Security 
 

 

Phase3: Platform Security for IoT via Blockchain Approach 
 
Blockchain, the ―distributed ledger‖ 

technology that underpins bitcoin, has 

emerged as an object of intense interest in 

the tech industry and beyond. Blockchain 

technology offers a way of recording 

transactions or any digital interaction in a 

way that is designed to be secure, 

transparent, highly resistant to outages, 

audit-able, and efficient; as such, it carries 

the possibility of disrupting industries and 

enabling new business models. Blockchain 

is a database that maintains a continuously 

growing set of data records. It is distributed 

in nature, meaning that there is no master 

computer holding the entire chain. Rather, 

the participating nodes have a copy of the 

chain. It’s also ever-growing — data records 

are only added to the chain. 

A blockchain is decentralized, so there is no 

single authority that can approve the 

transactions or set specific rules to have 

transactions accepted. That means there’s a 

huge amount of trust involved since all the 

participants in the network must reach a 

consensus to accept transactions. 

 

Most importantly, it’s secure. The database 

can only be extended and previous records 

cannot be changed (at least, there’s a very 

high cost if someone wants to alter previous 

records). 

When someone wants to add a transaction 

to the chain, all the participants in the 

network will validate it. They do this by 

applying an algorithm to the transaction to 

verify its validity. What exactly is 

understood by ―valid‖ is defined by the 

blockchain system and can differ between 

systems. Then it is up to most the 

participants to agree that the transaction is 

valid. 

A set of approved transactions are then 

bundled in a block, which gets sent to all the 

nodes in the network. They in turn validate 

the new block. Each successive block 

contains a hash, which is a unique 

fingerprint, of the previous block. 

 

 

 

 

 

 

 

 

 

 

https://www.linkedin.com/pulse/20140403055037-246665791-bitcoin-accepted-here?trk=mp-author-card
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                  Our Platform Solution for IoT Security 
 

 

How can Blockchain be used in IoT? 

In an IoT network, the blockchain can keep 

an immutable record of the history of smart 

devices. This feature enables the 

autonomous functioning of smart devices 

without the need for centralized authority. 

Thus, the blockchain opens the door to a 

series of IoT scenarios that were remarkably 

difficult, or even impossible to implement 

without it. 

 
By leveraging the blockchain, IoT solutions 
can enable secure, trustless messaging 
between devices in an IoT network. In this 
model, the blockchain will treat message 

exchanges between devices like financial 
transactions in a bitcoin network. To enable 
message exchanges, devices will leverage 
smart contracts which then model the 
agreement between the two parties. 
 
In this scenario, we can sensor from afar, 
communicating directly with the irrigation 
system to control the flow of water based on 
conditions detected on the crops. Similarly, 
smart devices in an oil platform can 
exchange data to adjust functioning based 
on weather conditions. 
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                  Our Platform Solution for IoT Security 
 

 

 

Using the blockchain will enable true 

autonomous smart devices that can 

exchange data, or even execute financial 

transactions, without the need of a 

centralized broker. This type of autonomy is 

possible because the nodes in the 

blockchain network will verify the validity of 

the transaction without relying on a 

centralized authority. 

 

 

The Blockchain function as a Distributed transaction ledger for various IoT transactions. 
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                  About 
 

 

MoboDexter, Co-Founded by Ex-Intel veterans in 2013 is based out in New York, Bangalore and 

Singapore.  We are rapidly establishing itself as an innovative platform leader in the world of 

enterprise Internet of Things. In the booming and evolving Internet of Things market, 

MoboDexter has created a unique IoT platform to enable businesses to build their IoT products 

and solutions. PAASMER is a software suite that bundles all the elements needed to 

connect sensors, gateways, mobile application, cloud and analytics to develop, 

build and deploy connected IoT products quickly and efficiently. PAASMER’s end 

goal is to enable Artificial intelligence to ―Things‖ so that Things are enabled with their own 

intelligence to act in the best interest of the user. Hence Machine learning and Deep learning are 

integral choices in the platform for our clients to leverage.  

The unique aspects of PAASMER platform that differentiates our platform from other IoT 

Platforms in the market are 

 Best In Class High Speed Edge Database 

 Innovative Edge Analytics 

 Modular Edge OS 

 Innovative Edge & Cloud Security  

 Dynamic Cloud Management 
  

MoboDexter is advised by Gartner Inc. In a recent Gartner survey, top 4 verticals seeing steep 

growth in IoT implementations are HealthCare, Connected Home, M2M & Retail. These are the 

same 4 verticals that are growth focus for PAASMER and has signed up clients across the world 

in each of these verticals. Our client implementations case studies are here. 

Raconteur Online wrote - “MoboDexter’s IoT Platform as a Service, named PAASMER, and 

has been built with an inside-out approach from gateway upwards or downwards that makes 

it more versatile and flexible to integrate than existing platforms” 

For more information visit:- www.mobodexter.com, www.paasmer.co. 

Follow Us:-  

    

 

 

http://www.paasmer.co/case%20study
http://www.mobodexter.com/
www.paasmer.co
https://twitter.com/mobodexter
https://www.linkedin.com/company/mobodexter
https://www.facebook.com/mobodexter
https://plus.google.com/114188935824882405049
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